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NHOOPMALIMOHHASA TAMATKA JJIAA OBYYAIOIUXCSA IJI1A
PASMEHIEHUSA HA OOPULHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIIBIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHLCS OOJIBITIE, a MKOJLHUKH
OJIHM M3 CaMbIX aKTUBHBIX I0JIb30BaTelie Pynera. Mexay TeM, HOMHUMO OIPOMHOTO
KOJINYECTBa BO3MOKHOCTEH, MHTEPHET HECET M MPOOJIEMbl. JTA NMAMSATKA JI0JKHA
MOMOYb TeOe 0€30MaACHO HAXO0AUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIIBIOTEPHBIIT BUPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpamM,
OTJIMYUTENIBHOW OCOOEHHOCTBhIO KOTOPO SIBIISIETCA CIOCOOHOCTh K Pa3MHOXEHUI0. B
JIOTIOJTHEHUE K A3TOMY, BUPYChl MOTYT MOBPEAUTH MJIM MOJHOCTBIO YHHUUTOXHUTH BCE
(daiinel U JaHHBIE, MOAKOHTPOJBHBIE MOJB30BATEN0, OT MMEHH KOTOPOro Obuia
3amylieHa 3apakKeHHas NporpaMma, a TakKe MOBPEIUTh WM J1aK€ YHUUYTOKUTH
OMEpPaLMOHHYI0 CUCTEMY €O BceMHU (aiijjamMu B 1eJoM. B OOJBIIMHCTBE Cly4yaeB
pacupoCTpaHsIOTCs BUPYChl UEPE3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MIPOrpPaMM:
1. Hcnonw3yihi COBpEMEHHBIE OIEPAIIMOHHBIC CHUCTEMBI, HMEIOIIME CEPhE3HbIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MTPOTPaAMM;
2. [locTostHHO ycTaHaBiauBai madtH (U(POBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHABIMBAIOTCS C €0 JOPaOOTKM MPOTpaMMBbl) M JIpyrue OOHOBJICHHSI CBOCH
omepanoHHON cucteMbl. CkaumBaii WX TOJBKO C OQUIMATIBLHOTO CcaiiTa
paspabotunka OC. Ecnaum cymiectByeT peXuM aBTOMATHYECKOTO OOHOBJICHUS,
BKJIIOYH €r0;
3. Paboraii Ha cBoeM KOMIBIOTEpPE TMOJl TMpaBaMu TOJIb30BaTeNsA, a He
aAMUHUCTpAaTOpa. OTO HE TMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTrpaMm
WHCTAJUIMPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;
4. Victionb3yi aHTUBUPYCHBIE MPOTrPaAaMMHBIE ITPOAYKThI U3BECTHBIX MPOU3BOAUTENCH,
C aBTOMaTHYECKUM OOHOBJIIEHHEM 0a3;
5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIL;



6. Ucnonb3yii BHEITHUE HOCUTEIH HHPOPMAIINH, TaKHe KaK (IIelKa, JUCK Win (aiin
U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbIBaii KoMIbIOTEpHBIE (haliiIbl, MOJYyUYEHHbIE U3 HEHAIEHKHBIX HCTOYHUKOB.
Jlaxe Te aiabl, KOTOpble MNPHUCIAl TBOW 3HAKOMBIN. Jlydille yTOYHH Yy HEro,
OTIPABJISLI JI OH TeOe UX.
Cern WI-FI

Wi-Fi - 310 He BU mepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OPCH]I,
Mapka. Eme B 1991 romy Huaepiianjickas KOMIIAHUSI 3aperucTpupoBaia OpeH.
"WECA", uyto o6o3nauano crnoBocouetanue "Wireless Fidelity", xotopsrit
MEPEBOAMTCS Kak "OecpoBOAHAS TOUHOCTB .
Jlo Hamiero BpeMeHH JoluIa apyras aO0peBHarypa, KOTOpas SIBIISIETCS TaKOW ke
TexHosorue. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLTO JaHO C HAMEKOM
Ha CTaHJapT Bbicuiel 3ByKoBoM TexHuku Hi-Fi, uTo B mepeBojie o3HavaeT "BhICOKas
TOYHOCTB".

Jla, OecrutaTHBI UHTEPHET-AOCTYN B Kade, OTensX W a’dpornopTax sBISETCS
OTJINYHOW BO3MO>KHOCTBIO BbIXOJa B MHTEpHET. HO MHOTME AKCEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBsAIOTCS O€3011aCHBIMH.

CoBeThbl 110 0€30I1aCHOCTH PA0OTHI B 001Ie0CTYINHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBoro auuHyl0 uHpopmaiuio dyepes obmenoctynasie Wi-Fi ceTn.
PaboTtass B HHMX, ’KelaTeJIbHO HE BBOAMWTH NApOJU JOCTYIA, JOTMHBI M KAKUE-TO
HOMEDA;
2. Wcnonb3yii 1 OOHOBJISIM aHTUBUPYCHBIE IPOrpaMMbl U OpanamMayep. Tem cambiM
Thl 00€30TacHIllb ce0s OT 3aKaYyKH BUpYyca Ha TBOE YCTPOMCTRO;
3. Ilpu ucnonb3oBanun Wi-Fi oTtkmtoun ynkiuio "OOwmmi noctyn k ¢aiinam u
npuHTepam". JlaHHasg (QyHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpPbIE
MOJIH30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe min y4yeoe;
4. He ucnons3yt nyonuunsiidi WI-FI ns nepenauu TUYHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COLIMAJIbHBIE CETU WJIM B AJIEKTPOHHYIO MOYTY;
5. Wcnons3y# Tonpko 3amuiieHHoe coenuHenue uepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoaM uMeHHO "https://";

6. B moOouisHOM Tenedone otkiaoun ¢pyHkiuo "Tloakmrodenue k Wi-Fi
aproMarnuecku'. He gomyckaii aBTOMaTHYECKOTO MOJIKIFOYEHNS YCTPOMCTBA K CETAM

Wi-Fi 0e3 TBoero corJiacusi.
CoumnajbHble CeTH

CounalibHbI€ CETH aKTUBHO BXOJSIT B HAIIly KM3Hb, MHOTHE JIFOAU pabOTaIOT U
KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBan MULUIHAP]T YEJIOBEK, YTO
SIBJISICTCSL OJHOM CEIbMOM BCEX JKMTEJICH IuIaHeThl. MHOTrue II0Jb30BaTEIM HE
MMOHUMAIOT, YTO MH(OpMAIIUs, pa3MeIcHHAs MU B COIUAIIBHBIX CETSIX, MOXKET OBITh
HalJileHa U WCIOJIb30BaHa KEM YTOJIHO, B TOM YHCIIE HE 00s3aTeIhbHO C OJaruMu
HAMEPECHUSIMH.



OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CeTHAX:
1. Orpannub cnucok Apy3ei. Y TeOs B APY3bsIX HE JOJKHO ObITh CIyYalHBIX U
HE3HAKOMBIX JIIO/ICH;
2. 3amuminaii cBOI 4acTHYIO >kM3Hb. He ykasbiBail mapoiu, TesnedoHsl, ajapeca, 1aTy
TBOETO POXJACHUS U JPYTYIO JHYHYI0 HHGOpMAIHIO. 3JI0YMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh Jlake MH(POPMAIMIO O TOM, KaK Thl WU TBOM POJUTENM IUIAHUPYETE
IPOBECTH KAaHUKYJIbL;
3. 3amminail CBOIO pemyTaluio - JepKU €€ B UHCTOTE U 3ajiaBail cebe BOIPOC: XOTEN
Obl TbI, YTOOBI JApPYTHE TMOJb30BATENM BHUJAETH, YTO Thl 3arpyxaemb? [lomymait,
MPEX/IE YEM YTO-TO ONyOJIMKOBATh, HAIIUCATh U 3arpy3UTh;
4. Ecnv Thl TOBOPUIIb C JIFOAbMH, KOTOPBIX HE 3HACIb, HE HCIIOJIb3YH CBOE PEANbHOE
UMs M JPYTyIO JIMYHYIO HH(OpMAlMU: UMS, MECTO >KUTEIbCTBA, MECTO Yy4yeObl H
npoyee;
5. W36erait pasmenienusi Qororpaduii B VHTepHeTe, riae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEJEIUTh TBOE MECTOIIOJIOKECHHUE;
6. Ilpu perucrpanuu B COLMAIBHOW CETH HEOOXOAMMO HCIIOJIb30BAaTh CIIOXKHbBIE
HapoJx, COCTOSIIME U3 OYKB U LIU(P U C KOJUYECTBOM 3HAKOB HE MEHeEe §&;
7. s couManbHOW CETH, MOYTHI U JPYIMX CAWTOB HEOOXOIMMO HCIOJIb30BaTh
pa3Hble naposu. Torga eciaun Te0st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKU MOJIy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEHbI'H

ONeKTpOHHBIE JEHBIM - 3TO OYEHb YAOOHBIM CIOCOO IUIaTeXEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYIUTh 3TH JICHBTH.

DNEeKTPOHHBIE JEHBI'M TOSBUIIMCH COBCEM HEAABHO M MMEHHO M3-3a TOTO BO
MHOTHX TOCYAapCTBax JI0 CUX TMOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccum xe oHu (PyHKITMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, T UX
pa3lessoT Ha HECKOJIBKO BUIOB - aHOHUMHbBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO
AHOHMMHBIE - OSTO Te€, B KOTOPBIX pa3pemiaeTcss MNPOBOAUTH omeparuu 0e3
UIeHTU(UKAIIMY TI0JIb30BaTENs, @ B HEAHOHUMHBIX HICHTU(DHUKAINS TOIH30BATEIs
SBJISIETCS 0053aTEILHOM.

Taxke crnemyer pasznuyaTh OJEKTPOHHBbIC (UATHBIE JEHbIUW  (PaBHBI
roCyJapCTBEHHBIM BaJllOTaM) W DJICKTPOHHBIE He(PUATHBIE JEHBIM (HE pPaBHBI
rOCyIapCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI M0 0€30MaCHON padoTe € JJIEKTPOHHBIMM IeHbIAMH:

1. TlpuBsiku K cyeTy MOOMJIBHBIN Tene@oH. DTO caMmblil YAOOHBIN U OBICTPBINA cr1OCO0
BOCCTAHOBUTH J0CTYyN K cueTy. [IpuBsi3aHHbIN Tene@oH MOMOXKET, eciiu 3a0yaellb
CBOM TUIATEXKHBIN MTAPOJIb WM 3alIENIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnonb3yit ogHopa3oBbie napond. [locne nepexo/ia Ha yCUIEHHYIO aBTOPU3AIUIO
Tebe yxe He OyJeT yrpokaTh OIMACHOCTh KPa)Ku MIIM TIepexBaTa IJIaTeKHOTO Mapois;
3. BeiOepu cioxublii naposb. IlpectynHukam OyneT HEe MPOCTO YrajaTh CIOXKHBIN
napoJib. HagexxHple maposu - 3To MapoJid, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B c€0s1 CTPOUYHBIE M MPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIHKO CUMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, QyHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;



4. He BBOIM CBOY JIMYHBIE JAHHBIE HA CAalTaX, KOTOPBIM HE JOBEPSICILIb.

JJIeKTPOHHAA MOYTA
DJIEKTPOHHAsI MOYTa - 3TO TEXHOJOTHS M MPEJOCTABISIEMBIE €0 YCIYTH 10
NEPECHUIKE U MOJYUYEHUIO AJIEKTPOHHBIX COOOIEHUN, KOTOPbIE pacHpeiesissioTcs B
KOMIIbIOTEpHOM  ceTh. OOBIYHO DJIEKTPOHHBIM  IMOYTOBBIA  SIIUK  BBITJISIAUT
CJIEIYIOUM 00pa3oM: MMs_IOJIb30BaTEISI(@UMS_JoMeHa. Takxke Kpome mnepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh TIEpe1aBaTh (haiJibl.

OcHOBHBIE COBETHI 10 0€30IACHOM padoTe € JIEKTPOHHOM MOYTOM:
1. Hago BBIOpaTh NpaBHIIBHBIA MOUYTOBBIA CepBUC. B HHTEpHETE €CTh OrpOMHBIN
BBIOODP OECIUTATHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JIyYIlIE JOBEPSATH TEM, KOTO 3HACIIIb
Y KTO IIEPBBIA B PEUTUHTE;
2. He yka3biBaii B TUYHOM 1MoyTe JIMUHYIO nH(popmaiuto. Harmpumep, mydine BeIOpaTh
"My3bIKkanbHbIN  paHaT@" win "pok2013" BmecTo "Temal3";
3. Hcrnonb3yil IBYX3TAaHYIO aBTOPU3ALMIO. OTO KOIZIA MOMUMO I1apoJisl HYKHO
BBOJUTH KOJ, IPUChLIaeMblii o SMS;
4. BpiOepu Ci0OXHBIN Maposb. s KaXJ0oro MoYTOBOrO SIIMKA JOJHKEH ObITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;
5. Eciin ecth BO3MOKHOCTB HalKMCcaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH ATY
BO3MO>KHOCTB;
6. Mcronbs3yll HECKONBKO IMOYTOBBIX SIIIUKOB. lIepBBIN 171 4YaCTHOM MEPENHCKU C
azgpecaTaMy, KOTOPBIM Tbl JOBEpSENIb. OJTO JJIEKTPOHHBIM aapec HE HaIo
MCIIOJIb30BaTh MIPHU PETUCTPALIMK HA (pOpyMax U caiTax;
7. He oTkphiBait ¢aiiibl U APyrUe BIOKEHUS B MUChbMAX, JaXe €CJIM OHU MPUIILIA OT
TBOUX Jpy3ei. Jlydllle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl;
8. Ilocne oxoHuaHus paOOTHI Ha MOYTOBOM CEpBHUCE NEPE] 3aKPHITUEM BKIIAJKU C
caiiToMm He 3a0y/1p HaXkaTh Ha "BeiiiTu'".

Ku0epOyniimHr wiim BUPTyaibHOE U3/1€BaTE/IbCTBO
KubepOymmHr - npeciieloBaHre COOOIIEHUSIMHU, COACPKAIIUMHI OCKOPOJICHHS,
arpeccuro, 3amyruBaHue; XYJIUTAaHCTBO; COIMAILHOE OOMKOTHPOBAHUE C MOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI M0 00PHOE ¢ KHOEPOYJIIIMHIOM:
1. He 6pocaiics B 60oit. JIyumuii crmoco6: mocoBETOBATHCS KaK ce0si BECTH U, €CIIA HET
TOTO, K KOMY MOHO OOpaTUThCS, TO BHauyaje YCINOKOUThCA. Eciu Thl HayHelIb
OTBEYaTh OCKOPOJICHHSIMU Ha OCKOPOJICHHS, TO TOJBKO emle OOJbIIe Pa30XKelllb
KOH(JIUKT;
2. Yupasnsi cBoed kubeppemyTaiueii;
3. AHOHUMHOCTH B ceTH MHUMas. CylIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM,;
4. He crouT BecTH XyJIUTAaHCKUN 00pa3 BUPTyaabHOU >ku3HU. IHTEpHET puxcupyer
BCE TBOU JICHCTBUS U COXPAHSET UX. Y JAIUTh UX OYyJeT KpaiHe 3aTPyTHUTEIHHO;
5. Cobnronaii CBOIO BUPTYATBHYIO YECTh CMOJIOY;



6. Urnopupyii equHu4HbId HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIIEHUS
Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4ajabHOM CTaIuu;

7. banm arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIICHUSIMHU, B
COLIMAIbHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPaBKH COOOIEHUN C
ONPENICIICHHBIX aJPECOB;

8. Ecmu T cBumerens kubOepOy/uimHra. TBou HEWCTBUS: BBICTYINUTH IPOTHUB
npecieaoBaTens, MOoKa3aTh €My, 4YTO €ro JEWCTBUS OLEHHUBAIOTCS HETaTUBHO,
MOJACPKATh KEPTBY, KOTOPOM HYyX,HA TICUXOJOTMYECKasi MOMOIIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpemMenHbIe cMapThOHBI U TUIAHIIETH COACPKAT B ce0€ BIOJHE B3POCIBIMA
(yHKIIMOHAT, W TeNepb OHU MOTLYT KOHKYpPUPOBaTh CO CTAllMOHAPHBIMHU
KoMmnbroTepamu. OJHAKO, CPEICTB 3alUThI Ui MOJOOHBIX YCTPOMCTB MOKAa OYEHb
Maiio. TecTupoBaHUE M MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TAK UHTEHCHUBHO,
kak s [1K, To e camoe kacaeTcsi 1 MOOMJIbHBIX MTPUIIOKEHUH.

CoBpeMeHHbIe MOOWIIbHBIE Opay3ephl yKe MPAKTUUECKH JTOTHAJIU HACTOJIbHBIC
aHaJIOTH, OJHAKO paclIMpeHue (pyHKIHOHAIa BIEYET 32 COOON OOJIBILIYIO CIOKHOCTh
Y MEHBIIYIO 3alUIIEHHOCTbD.

Jlaieko He BCe MPOMU3BOJAUTENM BBIIYCKAIOT OOHOBIICHUS, 3aKpbIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MIaCHOCTH MOOUJIBHOTO TeJieoHa:

Huuero He sBisieTcss mo-HacTosleMy OecruiaTHbIM. Byab OCTOpOKeH, BeAb KOrjaa
Tebe mpenyaratoT OECIUIaTHBI KOHTEHT, B HEM MOIYT OBbITb CKPBIThI KaKHWe-TO
MJIaTHBIE YCIIYTH;

Hymaii, npexzae ueM otnpaBuTh SMS, oo uiu Buseo. Tol TOUHO 3HACIID, T1IE
OHU OYJyT B KOHEUHOM UTOTe?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThoHa;
Hcrnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpy»aii npuioKeHusi OT HEM3BECTHOIO UCTOYHUKA, BEb OHU MOTYT COAEPKATh
BPEIOHOCHOE MPOTpaMMHOE 00€CIICUEHHUE;

Ilocne mozo kak mul évtiidewtv ¢ caiima, 20e 600Ul TUYHYIO UHPopmayuio,
3aiou 6 Hacmpouku opayzepa u yoanu cookies;

[lepuonuueckn mpoBepsid, Kakue IJIATHBIE YCIYrM aKTUBUPOBAHbBI Ha TBOEM
HOMEDE;

JlaBaii cBoOil HOMEp MOOWJIBHOTO TenedoHa TOJIBKO JIIOASIM, KOTOPBIX Thl
3HAelllb U KOMY J0BepseIlb;

Bluetooth momken ObITH BBIKIFOYEH, KOTJa Thl MM HE MOJb3yembes. He
3a0bIBail MHOTIa TPOBEPSITH 3TO.

Online uzpui

CoBpeMeHHbIE OHJIaH-UTPBI - 3TO KPACOUHbIE, 3aXBATHIBAIOIIME PA3BIICUCHHUS,
O00BEIMHAIONINE COTHH ThICAY YEJIOBEK MO BceMy MHpY. rpoku ncciaenayoT JaHHbIA
UM MUD, O0IIAIOTCS IPYT C IPYTOM, BBITTOJHSIOT 3aJaHUsI, CPAKAIOTCSI ¢ MOHCTPAMHU
U TOJIYYaroT OMBIT. 3a YJIOBOJbCTBUE OHM IUIATAT: MOKYMAKOT AUCK, OMIAYMBAIOT
aOOHEMEHT WU MPUOOPETAIOT KaKHUe-TO OMIIHH.



Bce 3TH cpencTtBa MAyT Ha MOAJAEPKAHUE W PA3BUTUE WIPbI, & TAKKE Ha camy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CHUCTEMbI aBTOpPHW3AIMH, BBITYCKAIOTCS HOBBIC
naTuu (Uu@poBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nono0HbIX Urpax CTOUT omacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPaXKu
TBOETO MMapoJisd, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIMK OOJIBIIIUHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MMACHOCTH TBOEr0 HITPOBOI0 AKKAYHTA:
1. Ecnim gpyroil wrpok BemeT ceOs IUIOXO WIM CO37aeT TeOe HENMPHUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;
2. lTloxamyiics agMUHUCTpAaTOpaM HWIPbl HA IUIOXOE€ IOBEAEHHUE 3TOTO HWIPOKA,
JKEJIATEIbHO NPWIOKUTH KaKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;
3. He yka3siBail muunyto uHGOpMaIuio B mpodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBait HeopuIMaabHbIE MaTYU U MOJIbI;
6. Mcrionb3yil CII0KHBIE U Pa3HbIE IAPOJIH;
7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loka ThI Urpaelb, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WIH KPaKa JUYHBIX JAHHBIX

OObIYHOM Kpa)eil JeHeT U IOKYMEHTOB CETOJ/IHS YK€ HUKOI'O HE YAMBHILb, HO
C pPa3BUTUEM MHTEPHET-TEXHOJIOTHI 3J0YMBIILIEHHUKN NEPEMECTUIINCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS ""TIOOUMBIM" €JIOM.

Tak mnosiBUiIach HOBasi Yrpo3a: WHTEPHET-MOILIEHHWYECTBA WJIM (DUILMHT,
rJIaBHas 1€Jib KOTOPOTO COCTOUT B TMOJYYEHUH KOH(PUACHIHMAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - TOrnHOB U napoJied. Ha anrnuiickom si3bike phishing unraercs kak
¢umHr (ot fishing - peiOHas 10Bs, password - aposb).

OcHoOBHBIE COBETHI IO 00PHOE C (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mopo3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBAaTh €€ W COOOIIMTh aJIMHUHHCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Hcmonws3yit Oe3omnacHble BeO-CaliThl, B TOM 4YHCIIC, HHTEPHET-Mara3uHoOB U
ITOMCKOBBIX CHCTEM;

3. Mcnonw3yi# cioHbIE U pa3Hble Tapoiu. Takum oOpa3om, eciiu TeOst B3JIOMaIOT, TO
3JI0YMBIIIUIEHHUKH MOJIyYaT AOCTYH TOJBKO K OAHOMY TBOEMY IPO(HIIIO B CETH, a HE
KO BCEM;

4. Ecnu TeOs B3jOMaiM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIC T0OaBJIEHBI Y T€OSI B APY3bsiX, O TOM, YTO T€OS B3JIOMaIH U, BO3MOXXHO, OT
TBOET0 UMEHH OyJIET PacChlUIaThCA CIaM U CChUIKM Ha (PUIIIMHTOBBIE CANThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIIBHBIN Tene(oH;

6. OTKIIIOYM COXpAaHEHUE MapoJis B Opay3epe;

7. He oTkpeiBait (paiisibl U Apyrre BIOKEHUS B MUChMAaX, JaKe €CJIM OHHU MPHUIILINA OT
TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTHPABIISUIM JIU OHU TeOe 3T (Paitsbl.



Mudposas penyrauus

[Mudposast penyrauus - ’TO HETaTUBHAS UM MTO3UTUBHAS UH(OpMALIUS B CETU
o tebe. Kommpomerupyromas uHpopMaiusi, pa3MeUICHHAs B HHTEPHETE, MOXKET
cepbe3HbIM 00pa30M OTPa3UThCS Ha TBOEH peanbHOU *u3HU. "Ludposas penyranns”
- 9TO TBOM MMHJIXK, KOTOPBIM (popmupyeTcs u3 nHpopManuu o Tede B UHTEPHETE.

TBOe MeCTO )KUTEIbCTBA, yueObl, TBOE (PUHAHCOBOE IOJIOKEHNE, OCOOEHHOCTH
XapakTepa U paccKasbl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKaluyd JIMYHON
uHpopmanuu B MHTepHeTe, HE MOHMMAas BO3MOXKHBIX mociencTBuil. Thl gaxke He
CMOJKEIIb JI0TagaThCsl O TOM, 4To (poTorpadus, pa3MelieHHas 5 JeT Ha3al, cTaia
NPUYMHON OTKa3a MPUHATH TeOst Ha paldoTy.

KommenTapuu, pazmenienrue TBoux ¢ororpaduil U Ipyrue AeicTBUsS MOTYT HE
HCUYE3HYTh Ja)e IOCIEe TOro, KaK Thl UX YJAadullb. Thl HE 3HACHIb, KTO COXPAHUII 3Ty
uH(pOpMallMIO, MONaNa JIi OHA B MOMCKOBBIE CHCTEMbl M COXpaHWIACh JIM OHA, a
IJIABHOE: YTO MOJYyMAarOT O Te0e OKpYyKarollIKe JIF0O U, KOTOPbIe HAAYT U YBUJIAT 3TO.

Haiitn nHdopmannio MHOTO JIET CIyCTs CMOET JItoOOH - Kak U3 J00pbIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUYMHUTH Bpe. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBeTHI M0 3alIUTe HUGPOBOH penmyTANNH:
1. [Togymaii, mpexxie 4emM 4To-To MyOJMKOBAaTh U MepeaBaTh y ce0s B Oiore wid B
COILIMAJILHOM CETH;
2. B Hactpoiikax npo@uis yCTaHOBU OTPaHUYEHHs] HA TPOCMOTP TBOErO MPOQuIIs U
€ro COACPKMMOro0, CAeNal ero ToJNbKO "1is apy3ei’;
3. He pasmemaili u He ykaszpiBall HHGOpPMAIUIO, KOTOpas MOXET KOro-imdo
OCKOPOJISITH UM OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE  IMIKOJBHUKM -  aKTHUBHBIE  IOJh30BaTENU  IU(POBOTO
npoctpaHcTBa. OJHAKO JAJleKO HE BCE 3HAKOT, YTO MOJb30BAHME MHOTMMHU
BO3MOXKHOCTSIMU  Iu(poBOro  Mupa  TpeOyeT  CcoOONIOJeHuss  MpaB  Ha
MHTEJJICKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENINEKTyalbHasi COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSM 4YEJIIOBEYECKOTO YyMa, HAayuHasi C HOBBIX H300peTEeHUl M 3HAKOB,
0003HaYaOIIUX COOCTBEHHOCTh Ha MPOAYKTHl M YCIYTdM, M 3aKaHYMBas KHUTAMH,
¢doTorpadusiMu, KHHOPUIBEMAMHU U MY3bIKAJIbHBIMU MTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa HHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJICHUSI HAYKH, JIMTEPATypbl U MCKyCcCTBAa. ABTOPCKHE MpaBa BBICTYNAIOT B
KaueCcTBE TapaHTUU TOT0, YTO MHTEIIEKTYalbHBII/TBOPUECKUI TPy aBTOpa HE OyAeT
HaIpacHbIM, J1acT €My CIIpaBeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax
CBOETO TPyZa, MOJy4YUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3 pasperienus aBropa
HE MOXET BOCHPOM3BOJUTH €ro MpPOU3BEICHUE, PaCHpPOCTPaHATh, IYOIMYHO
JIEMOHCTPUPOBATh, MPOJIaBaTh, WMIIOPTUPOBATH, IyCKaTh B TPOKAT, ITyOIUYHO
UCIIOJTHSI T, IOKA3bIBATH/UCTIONHATE B Adupe win pa3Memats B UHTepHeTe.

Hcnonp3oBanue "mUpaTckoro” mporpaMMHOTO 00€CTIeUeHUs MOXKET PUBECTH
K MHOTMM PHUCKaM: OT MOTE€PH JAAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO



YCTPOWCTBA, T/I€ YCTAaHOBJICHA HEJeTaIbHAsI TporpaMMa. He cTouT Takxke 3a0bIBaTh,
YTO CYLIECTBYIOT JIETalbHbIe M OECIUIATHBIE MPOTPaMMBbl, KOTOPbIE MOKHO HAlTH B
CeTH.

O nopraJe
CemeguuoK.pgh - TBOI TJIABHBIN COBETUHK B CETU. 3J1€Ch Thl MOKEIIb Y3HAThH O
0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKOM CHUTyallud OOpAaTUTBhCA 3a COBETOM. A TakKe MPHUHATh Y4YacTHUE B
KOHKYpCaxX M CTaTh CAMbIM ITU(POBBIM IPaskIaHUHOM !



